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Agenda - Roadmap to a Digitalized CCS

« AWordonAnnex 1 & CCS
+ Let’s talk about Digitalization!

* Is our Industry Digitalized?
* Hybrid states versus Digitalized States

» Steps to Digital Transformations
* Elements of Contamination Control and Digitalization
« Continuous Monitoring

« Pulling it All Together: Digital Transformation




REGULATIONS
EU Annex 1 Examples

2.3 A Contamination Control Strategy (CCS) should be implemented across the facility in order
to define all critical control points and assess the effectiveness of all the controls (design,
procedural, technical and organisational) and monitoring measures employed to manage risks
to medicinal product quality and safety. The combined strategy of the CCS should establish
robust assurance of contamination prevention.

2.5 Elements to be considered within a CCS (Contamination Control Strategy) should include
(but are not limited to):

Xv. Prevention mechanisms — trend analysis, detailed investigation, root cause determination,
corrective and preventive actions (CAPA) and the need for comprehensive investigational

tools.

xvi. Continuous improvement based on information derived from the above

NOVATEK



Annex 1 Revision &
Digital Solutions

* Focus on risk-based approaches
to contamination control

* Holistic approach to CCS
* Focus on Data Integrity

« (Guidance on the use of Advanced
Technologies, including automated
monitoring and control systems




Total Contamination Control Strategy (CCS)

Regulations EU Annex 1:

2.4 Contamination control and steps taken to minimize the risk of contamination from microbial, endotoxin/pyrogen and
particle sources includes a series of interrelated events and measures. These are typically assessed, controlled and monitored
individually but their collective effectiveness should be considered together.

Contamination Control

1 1\

Environmental Utility
Monitoring Monitoring

Cleaning
Validation

NOVATEK

Cleaning
Log



Digitized vs

Digitalized Data

Digitization:
» conversion of paper-based records
to digital records y

Digitalization:

« digitalization uses advanced
analytics to analyze large volumes
of contamination control relevant
data, the adoption of blockchain
technology for secure data sharing
and tracking, and the use of artificial
intelligence (Al) and robotics to
improve manufacturing and supply
chain operations

NOVATEK




Market Trend

Digital Transformation

marks a radical rethinking of how Leverage emerging technologies
to build new business systems,

an organization uses technology, business models, consumer
people & processes to & employee experience.
fundamentally change Digitalization

business performance_ Improve business processes

by leveraging digital technologies.
George Westerman, MIT Principal research scientist
and author of leading digital: Turning technology into
business transformation

NOVATEK



Is our Industry Digitalized?

Some of the most common organizational barriers to
digital transformation are:

unclear vision and objective of digital transformation.

lack of management understanding, knowledge and
experience.

lack of leadership skills.

lack of organizational agility, rewards and incentives
that are not aligned to digital transformation.

unclear measurement and rewarding system.
lack of employee' involvement and engagement

employee' resistance to change.

NOVATEK

How Digitally Advanced Is Your Sector?

An analysis of digital assets, usage, and labor.

RELATIVE DIGITIZATION

Low High

INDUSTRY

~ Information &
communications technology

Media

Professional services

Finance & insurance
Wholesale trade

Advanced manufacturing

Oil & gas

Utilities

Chemicals & pharmaceuticals
Basic goods manufacturing
Mining

Real estate

Transportation & warehousing
Education

Retail trade

Entertainment & recreation
Personal & local services
Government

Health care

Hospitality

Construction

Agriculture & hunting

OVERALL
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Capital-intensive
sectors with the poten-
tial to further digitize
their physical assets

SOURCE DATA ANALYSIS AN

USAGE

Service sectors
with potential to
digitize customer
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Quasi-public/highly
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that lag across most
dimensions
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Your Data is more =
than just a Number !

It has the power to drive compliancy
and improve your business

 “Without data you're

¥ _just another person with
) an opinion.”

— W. Edwards Deming

NOVATEK




Digital Transformation in Contamination Control

Differences between digitized and digitalized:
e Centralized access to all contamination control data

e Correlation between elements of contamination control for
risk-based approach

« Efficiency of data management and operations
* Improves compliance considerations

* Real time monitoring and immediate detection of
contamination events

« Rapid, powerful and flexible data analysis
* Preventive measures with adverse trend recognition

 Pattern recognition to assist in root cause analysis

» Faster product release with reduced risk

NOVATEK



HYBRID vs DIGITALIZED

Manual auditing is difficult and subject to human error

*  “Spot auditing” is often done
e Errors and omissions are difficult to detect

Hybrid systems are difficult to validate and maintain
Data storage requires a lot of space
Data linking is labor intensive

Data is subject to damage or loss, cannot be easily be replicated or
replaced

Trending is performed at a delay

Trending and analysis is often not complete

Root Cause analysis is more time consuming
Additional time for manual and electronic verification
Redundancy in Data Storage

Multiple access points for data

Large volume of data is easily managed and is accessible
« Utilizes far less employee hours

Less vulnerable to human error

System can be validated
« Calculations and statistical formulas, data point counts

Data analysis and trending can be performed with efficiency and
accuracy

» Large amounts of data can be accessed and processed in
seconds

« Data can be easily manipulated to analyze different aspects
* Analysis can be performed in real time

Audit trails document each and every change or correction and
accession

e 100% audited
Errors and omissions are easier to detect

Data storage requires very little space
Data can be replicated and recovered

Cost effective



View Sampling Plan

EM Hybrid State
Perform Samplir@Label Sample D ﬂ
¢

Log SampllﬂManually Perform Sampling Electronically

Copy Samplirﬁlnformation @

Electronically Log Incubation

Log Incﬁation
Log Results Manually ﬂ

Acquire Results + Read Result
Results Review Manually qui @U ults

Create Sarﬂing Plan

Transfer Results Electronically Results Review + Approval

Results Review + Approval

Export Data
Gene:te@Reports g >
EM Digitalized State N4

Trends & Statistical Analysis Automated Trends and Reports




DIGITALIZED

NOVATEK

mm All the benefits of computerized systems

== Centralized data access ‘

mm Correlated elements of quality control ‘

Il [ntelligent, purposeful trending & data
analysis

Jl Built in pattern recognition & predictive
trending ‘




Steps to a
True Digital
Transformation

NOVATEK

Define digital transformation goals including holistic, risk-based URS

*Use SMEs to identify process workflow for all GMP elements
*Identify data management risks

*Create URS according to the process and risks identified
*Ensure URS does not include design requirements

Identify data sources for all sites and all elements of GMP processes

*Facility design and activities
*Equipment

*Personnel

« Utilities

*Premises

*Raw Materials & Excipients
*Manufacturing Process
*Environment (air, particle, micro, gas, cleanroom classification)
*Supply chain

*Product Release & Stability
*Quality Systems Management

Choose data management, analysis and Al solution(s)

Monitor and refine




Add Media
Generate Samples

Routine
Monitoring?

N Yes
i v
Generate On Generate Routine
Demand
\—b Sample using EMM ‘—‘

Release Media

Loginto EMM

View Sampling B ; S : Collect Samples to
B Begin Samplin: Sc le label HES
Workload 9 piing e End Test

l

Viable Samples?

MicrelD?

NOVATEK

INTERNATIONAL

N

Investigation?

INUTF i

o Yes
v
Fill out Inv oMY Complete Action & App.ro?.fe Action Col_n.pl.et.?
Follow Up Follow Up Investigation

b Approve Results g4 Analyze Results g Rec::s;yfiate

Microorganism Pie
Charts

Ra Dispersion Maps gg Non-Viable Trendsggd  Viable Trends g4 Tabular Reports
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Environmental Monitoring Mapping Example

Create both current and future workflows for all contamination control relevant processes. For each
workflow step that includes data management, identify the data source, responsible group, and other
relevant parameters such as correlation parameters and time spent managing the data.

For example:

Current State: EM sampling:
Responsible Department: QC Micro  Data Source: Paper Form in QMS
Responsible Group: Micro supervisors Time Spent. 1 min/sample site

Future State: EM sampling :
Responsible Department: QC Micro Data Source: Automated CC solution software
Responsible Group: Micro supervisors Time Spent: 0.5 min/sample site
Data Correlation: LIMS release data and QMS investigation
Data Integrity Considerations: ALCOA++

NOVATEK



Elements of Contamination Control and Digitalization

Environmental Monitoring
Utility Monitoring

Cleaning Validation
Sampling in Real-Time
Raw Material Bioburden
Integration with equipment

Continuous Monitoring

NOVATEK



Trending and Data Analysis

A well-designed, trending program is powerful.

CC data must be analyzed; not simply reported:
What information does the data provide?
What conclusions can be drawn?

Are new risks identified? Analyz!ng Pl
Does any action need to be taken? Reporting

Critical and detailed data analysis can greatly facilitate:
Effectiveness of the CCS
Root cause analyses
Batch impact assessments Pattern Root Cause
Continuous improvement of CCS Recognition Analysis

Continuous improvement of the processes monitored



Contamination Control Multifaceted Trending

M icroorganis‘m Method

s ~_ Product Lot

Utility Type 7 e \\\

% [ ,.//4 \ = — —, \'.\ o
- P N _
/\' . 4 ‘ \\ --¢ Location
AT . _ 4

switt * N Y
N \\ __/’ w/ ST, ST

Person

e
Date Range
Tvpe of Sample
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Trending And Pattern Recognition Examples
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Root Cause Analysis: Trend by Microorganisms

Novatek International
Envire Bar Chart Graph Report from Jan @, 2024 to Jan 11, 2024 Classification: Classe B Test Type: Surface

Bacilles Gram négatif, N/A (Bacteria) Regulation EU An nex 1:

Bacilles Gram positif, N/A (Bacteria)
Bacilles Gram positif coryneforme, N/A (Bacteria)
Bacillus, cerzus group (Bacteria)

Brevundimonas, spp (Bacteria) 9_ 1 1 Trends ShOUId

Corynebacterium, minutissimum (Bacteria)

Corynebacterium, tuberculostearicum (Bacteria) i n CI u d e : b ut a re n Ot

Cytobacillus, spp (Bacteria)

Koo, s B limited to:

Microbacterium, spp (Bacteria)

Bacteria Action

Bacteria Alert Micrococcus, luteus (Bacteria)

Moraxella, spp (Bacteria)

Pucs, o B iv. Changes in microbial

Priestia, megaterium (Bacteria)

Rhedococcus, ervthropolis (Bacteria) fl O ra type a n d n u m b e rS

Staphylococcus, capitis (Bacteria)

Suptyoss eidemiis G and predominance of

Staphylococcus, hominis (Bacteria)

Staphylococcus, lugdunensis (Bacteria) S p eCifi C O rg a n i S m S .

Staphylococcus, pettenkoferi (Bacteria)

.- Staphylococcus, spp (Bacteria)
Staphylococcus, warneri (Bacteria) . .
Example: various species found
in Grade B surface test in the
"‘I IJ month of January.
0

Jan 9, 2024 Jan 10, 2024 Jan 11, 2024

I H I NS E N IEOCOCNODOESEONCO BN

Dates



Root Cause Analysis: Trend by Microorganisms

Novatek International
Enviro Bar Chart Graph Report from Jan 1, 2024 to Jan 31, 2024 Classification: Classe B Test Type: Surfacs

Regulation EU Annex 1:

21—
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I+I Example: Microorganism

categories in Grade B surface
test in the month of January.
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Personnel Monitoring and Pattern Recognition

Eredira Trend Graph Reportfrom Jan 1, 20193 to Mar 31, 2019 H1- Room
147 And Finger Dakbs, Personnel Glove, Personnel Gown, Gowning
hanitaring

6.0 F

5.0

[41]
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Importance of Rapid Access to Your Trends

Graph

Snlect Spechcaion Gioup

[E RADE C - SURFACE, Contact Flate [Tolal

Al Dty Proarks
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Novatek Imternational
Envire Bar Chart Graph Report from Jan |, 2020 to Jan 1, 2021 [D Code: Productzon Opention, Production Operation 11
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Novatek International

Dlase

=]

« Ability to group the
dataset by category (i.e.
classification, sample
type, room, etc. )

* View all groups on the
graph in separate
colors,

* Or click through the list
to review them
separately

« Avoids having to re-filter
for a dataset each time.

Example: Viable testing results
across various Grades. Grade
C Contact Plate results graph
is selected



[ | 3 Analytical Method

- » Analytical Method
Approved
Methad Type*
Analytical Method name
Protocol Number*
Sample Form*
Validation Report Number

Container Type

Testing Type

S EEEEEE

Not setting

Alert Levels
and Action
Limits based
on company's
historic data

Sampling Solvent
No Swabs
Statistical Output

Volume

|
|
|
n
|
= H
=

Surface Type Limits
Spec limit s 3spLm
Qo Target

. Spec Lim
Est % out
Act % out

LoD

Linear Range

 — LCL: -

e UL e [ G ]




Alert Level Recalculation

RISKS:

UCL * Using outdated levels that
don’t represent your data can
lead to missed adverse trend
identification

MITIGATION:

v Normal, Weibull or Quantile
Distribution chart can assist
in setting alert/action levels

Frequency

v" Use the chart that best
' represents your data and
| adjust your levels with the 95t
= S T T T : and 99" percentile.

Samiples - 62
MMean 0.2903
Sid D : 08567
Shemmass © 3 7573

Kurtosis - 160823

UCL: 28605 TUWL:20038 LWL:-1.4232 LCL:-2.2799



ROUTINE ENVIRONMENTAL MONITORING REPORTING

What information
Why Recovery IS provided by
Rate Reports? Recovery Rate
Reports?



Recovery Rate Reporting

/ Pattern (quarters)

Q4 20139
Q32019

Q2 2019
Q12019
Q4 2018
(32018
Q2 2018

Q12018

Q4 2017
Q32017
Q2 2017

Q12017

IS0 5/RABS

150 5



Recovery Rate Reporting

Quarterly Recovery Rate Report

2017

a1 (%) a2 (%) Q3 (%) Q4 (%) Annual
Rate
Classification JAN FEB MAR Total APR M AY JUHN Total JUL AUG SEP Total ocCT NOV DEC Total
IS0 S/RABS 0.00 0.00 1.61 0.70 0.00 1.61 0.00 0.55 323 1.61 0.00 163 0.00 1.67 0.00 0.54 0.87
150 5 0.00 0.29 0.00 0.35 0.83 0.81 0.00 0.55 0.81 0.81 0.00 0.54 0.00 2.50 1.67 1.37 0.72
120 7 556 6.25 1.85 417 .33 T.02 3.92 5.41 5.88 3.51 417 4.49 1.85 556 417 3.85 476
120 & 0.00 1667 6467 10.00 .33 G6.67 .33 7.69 0.00 G.67 .33 513 .33 6567 .33 7.69 7.45
2018 a1 (%) a2 (%) Q3 (%) Q4 (%) Annual
Rate
Classification JAN FEB MAR Total APR M AY JUHN Total JUL AUG S5EP Total OcCT NOV DEC Total
|50 S/RABS 1.61 0.00 0.00 0.56 1.67 0.00 0.00 0.55 1.61 0.00 3.33 163 0.00 167 1.61 1.09 0.98
IS0 5 1.61 0.00 0.81 0.83 0.83 0.81 0.83 0.82 0.81 0.00 0.83 0.54 0.00 0.00 0.00 0.00 (.55
150 7 1053 0.00 5.80 7.05 3.92 1.75 417 3.21 5.56 556 208 4 49 526 3592 208 3.85 4 65
50 & 667 0.00 1667 T.69 1667 0.00 .33 769 .33 0.00 0.00 256 1333 1887 833 12382 7.69
2019 Q1 (%) Q2 i%) Q3 %) Q4 (%) Annual
Rate
Classification JAN FEB MAR Total APR M AY JUHN Total JUL AUG S5EP Total OcCT NOV DEC Total
[0 S/RABS 1.08 0.00 0.00 0.37 0.00 0.00 1.67 0.80 0.00 1.61 0.00 0.54 1.61 0.00 1.61 1.09 0.66
IS0 5 0.54 0.40 0.1& 0.37 0.83 0.00 0.83 0.55 0.81 0.00 0.00 027 1.61 0.00 1.61 1.09 0.48
S0 7 T.02 3.13 417 490 MR .33 208 3.33 0.00 1.96 1.96 1.26 1.75 2.08 3.70 252 3.84
150 8 1400 410.00 T7.50 1077 333 1667 333 11.54 11.11 7.41 2.33 287 12.80 233 1250 11.39 1068




Elements of Contamination Control and Digitalization

Environmental Monitoring
Utility Monitoring

Cleaning Validation
Sampling in Real-Time
Raw Material Bioburden
Integration with equipment

Continuous Monitoring



Utility Monitoring — TOC by WFI port

550.00 F

500.00
450.00
400.00 ~
350.00
300.00

250.00

200.00 =

- &
150.00 I

100.00 ~
50.00

&

-

0.00 ®

Jan 1,24 Jan 27, 24 Feb 23, 24 Mar 21,24 Apr17. 24 Map 14,24 Jun9, 24 Jul2 24 Jul 26,24 Aug 22, 24 Sep19,24 Oct16, 24 Mow 13,24 Dec 11,24

B WFI 207 (Total)
@ ‘WFI 210 (Total)

Drates

Slope: 0.16386, Intercept: 138.02556
Std.: 109.12473, Mean: 149.47500
Total (Zero: 0], ([Non-Zero: 40)

Total Actior

Total Alert

NOVATEK

Regulation EU Annex 1:

6.4 Results for critical
parameters and critical
quality attributes of high-risk
utilities should be subiject to
regular trend analysis to
ensure that system
capabilities remain
appropriate.

Novatek BENEFITS

« Manage utility
monitoring: clean steam,
compressed gas, water,
etc.

» Define levels as ranges

« Be able to filter by loop,
valve, utility type, and
other criteria



Utility Monitoring: Dispersion Mapping

NOVATEK

INTERNATIONAL



Elements of Contamination Control and Digitalization

Environmental Monitoring
Utility Monitoring

Cleaning Validation
Sampling in Real-Time
Raw Material Bioburden
Integration with equipment

Continuous Monitoring



Benefits of a Computerized
Cleaning Validation Software System

Master Data (equipment, Automated Worst-Case Automated MAC / MSC limit Real-Time Tracking of Cleaning
product, API, Method, CA, determination calculation Activities with the CL Mobile Tablet
validation train, etc.) / Scanner system
Trending and Investigation of OOS/OOT Data integrity and security Regulatory compliance:
Reporting of Cleaning and of (results and safety thresholds) No 483s/Citations

Cleaning Validation Samples



Cleaning Validation Risk Assessment

Approve CVRA

Protocol Update
Approval

b

Correlates all the
master table data
together

|dentifies the worst
product and calculates
all MAC/MSCs

“Test out’ changes in
the sandbox and view
MAC/MSCs — easily roll

back or approve.



Elements of Contamination Control and Digitalization

Environmental Monitoring
Utility Monitoring

Cleaning Validation
Sampling in Real-Time
Raw Material Bioburden
Integration with equipment

Continuous Monitoring



Sampling in Real-Time

There are still 17 pending sample(s), and 5 in process
sample(s), do you want to continue to collect samples?

Ability to scan media plate
during sampling

Sampling in Real-time using
tablets and scanners

Touchless sampling- use
scanning for most operations —
minimum touch needed for the
rest

Data protection to maintain data
integrity

Go paperless



Sampling in Real-Time: Information Read in

By scanning the media plate, the EM software will
track the chain of custody of the sample throughout
its sampling process

 media

* equipment used

» sample status

* person setting out plates
« person collecting plates
« comments

« sampling start time

« sampling end time

» product Lot number

* Incubation status

» other data




Sampling in
Real-Time
Scanning

Loop B
Appearance
00:00:00

Mamifactunng

MET-022

LoopB
TOC
00:00:00

Mamifactunng

MET-011

LoopB
Nitrates <= 0.1PPM
00:00:00

Mamifactunng

MET-012

LoopB
Nitrates <= 0 2PPM
00:00:00

Mamifactunng

MET-012

LoopB

Ability to track and update media inventory
— quantities and status

% Ability to track growth promotion

Ability to print barcodes or to scan
prelabeled manufacturer media plate
barcodes

Ability to recognize the sample that
matches the media, to notify if media is
expired, quarantined, or in use already and
prevent use accordingly

Ability to scan a group barcode for
incubation operations

g Use high performant and quality hardware
% for cleanroom use

Oridizable Substances <=0.01M EMnO4

00:00:00
Mamifactunng

MET-043

-

Lot 109384 S
No. 03795




Sampling in Real-Time: Significantly Reduce
Physical Interaction with Devices

Minimal physical interaction with the tablet should
be needed reducing the amount of cleaning and
contamination risk during a session.

« Smart Filter

* Preset Media and Preset Default Equipment
« Offline Feature

* Notification to avoid Missed Samples

« Sample Group Barcode

« Autosave for Data Integrity

« Failsafe to Protect Data

For a more touchless experience, users can install
the scanner in one designated area and scan
samples without having to touch it




Sample Reconciliation: First Week of October

SAMPLES COMPLETED and APPROVED

SAMPLES PENDING

Cleaning Validation Management for Movatek International - llena Endisch - India

File

View  Administration

Tools

Help

v

WC Methed  Equation CVRA

Generate

Refresh Print Register
Fiter <nohe j |
From — Noorreozo =] To [1omerz0z0 |

Result Entry

Trend

Cleaning Validation Management for Novatek International - llena Endisch - India

File View Administration Tools Help

-

&)
WC Methed  Equation CVRA

Caollection D ate 1D Code Product Matiz d ent |dentification -
10/0272020 gﬁ;‘lj\‘av&ﬁd To Be Approved
1040242020 APl Dedicated E 4343 Lomustine 545435 AP Dedicated E /4343 Walidal e ‘Samples Mot Taken jial Y alidation Trial 1
10/02/2020 AP Manufacture 4432 DMAC 52 AP Manufacture/4432 Walidal 5ome Samples T aken  fial ¥ alidation Trial 1
10/02/2020 APl Manufacture 4432 Gemeitabine 122171-03-9 [ 4P Manufacture/4432 “alidation India Initial ¥ alidation Trial 1
10/02/2020 AP Manufacture 4432 Lenvatin 857830-33-2 | API Manufacture/4432 Walidation India Initial YV alidation Trial 1
10/06/2020 AP Manufacture 4432 Gemeitabine 122111-03-9 | AP Manufacture/4432 Walidation India Initial Y alidation Trial 2
W

Mumber of records: &
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Elements of Contamination Control and Digitalization

Environmental Monitoring
Utility Monitoring

Cleaning Validation
Sampling in Real-Time
Raw Material Bioburden
Integration with equipment

Continuous Monitoring



Raw Materials: New Impurities & Bioburden




Statistical Analysis/Reporting

Control Chart Report (Weibull)

“Wwheibull Distribution Graph Report from 03/31/2020 To OF /29/2020

MNovatek International
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Regulation —
EU Annex 1

2.5 Elements to be considered
within a CCS should include :

xv. Prevention mechanisms —
trend analysis, root cause
determination, CAPA and the need
for comprehensive investigational
tools.

xvi. Continuous improvement

Graph: distribution graph,
Indices



Elements of Contamination Control and Digitalization

Environmental Monitoring
Utility Monitoring

Cleaning Validation
Sampling in Real-Time
Raw Material Bioburden
Integration with equipment

Continuous Monitoring

NOVATEK



Integration Example: Air / Particle Sampler

Transfer your scheduled protocol to your
sampling device...

« Downloads data from the device and auto links to the EM
software protocols

 Provides a validated data transfer
« Compliant to 21 CFR Part 11

Air Particle  Meeting data integrity: data is recorded
Sampler Counter contemporaneously
» For particle counters, results are ready for trending once
transferred

 Reduced human error

* More efficient process

* Prevents the use of non-calibrated instruments

* Helps to prevent missed or double taken samples
» Correctly tracks interrupted runs

» Visibility across devices and chain of custody (data is
attributable)




Benefits of Particle Counter Integration

Real-Time Monitoring
and Rapid Response

Compliance with
Regulatory Standards

Facilitates Risk-
Based Environmental
Monitoring

NOVATEK

Comprehensive
Environmental
Control

Improved Data
Accuracy and
Integrity

No Device Setup
Required

Data Centralization
and Trend Analysis

Continuous
Improvement and
Optimization

Transfer Large
Volumes of Data
Instantl



Elements of Contamination Control and Digitalization

Environmental Monitoring
Utility Monitoring

Cleaning Validation
Sampling in Real-Time
Raw Material Bioburden
Integration with equipment

Continuous Monitoring



Integration Example (loT): Continuous Monitoring Systems

Particle Measuring Systems
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Integration Example (loT): Continuous Monitoring Systems

Particle Measuring Systems
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PULLING IT ALL
TOGETHER




Total Contamination Control Strategy

Not an Isolated process!

Cleaning Validation
Management

Cleaning & Trending Environmental

Log Management Monitoring Utility Monitoring

Raw Materials: New
Impurities Bioburden

NOVATEK

INTERNATIONAL



Sourcing
Tech Tools

NOVATEK

Ig:"\

Conduct research of
available tools and
technologies

Work with technology
vendors

Leverage industry
organizations such as
KenX & PDA

Consider regulatory
guidance

Consider scope of
resources available

Online forums
Conferences

Partner with your tech vendors

Consult for trusted industry
tools as well as up and coming
technologies

E.g., special considerations for
data integrity compliance

E.g., out of the box or
configurable systems

53



Manage Digitalization Risks

« Data integrity & Compliance risks
— ldentify all compliance requirements and manage compliance at the workflow step level
— Consider all ALCOA+ elements as well as corresponding verification and validation activities

Cybersecurity risks

— Implement robust security measures, such as firewalls, intrusion detection systems, and encryption, as well as training
employees on cybersecurity best practices

« Technical challenges

e  Cultural challenges

— Employees may be resistant to changes in the way they collect, manage, and analyze data, which can impact the
success of the digital transformation.

— Involve employees in the planning and implementation process, providing training and support to ensure they are
comfortable with the new system, and communicating the benefits of the digital transformation to build buy-in and
support.

«  System Downtime

—  Perform testing and validation of the new system prior to implementation, as well as having backup systems and
contingency plans in place to minimize the impact of any disruptions.

e Cost

— ldentify Business Ready Solutions as much as possible
—  Perform cost-benefit analysis to identify potential cost savings and return on investment

NOVATEK



Digital Maturity of an Enterprise

Aggressively introducing the use
of new digital technologies and

Business-IT goals are aligned at business models to increase
enterprise level around the efficiency. Ecosystem awareness
creation of digital products and and feedback is a constant input
experiences, but not vyet to innovation.

focused on the disruptive
potential of digital initiatives.

Business has identified the
need developing a digitally
enhanced process, but the

Optimal integration, data
transparency, modelling according

digital capabilities, continues

e
1
I
[
Business and IT digital :
I

initiatives are execution is not predictable improvement.
; nor repeatable.
disconnected, poorly ® PY

DISRUPTOR

and not focused on
process improvement.

aligned with strategy, o
I
I
I
|
I

_____ L= = T I )
support, integration and services, angl

end-user experiences.

Processes loosely connected

Asynchronous and but not truly innovative.

I
I
I
|
not integrated ®
f

Digitally are inconsistent and Integrated; synergistic

processes poorly integrated business-IT management

——————— I disciplines deliver digitally
: Weak process support and using digital enabled product/ service
technology only to counter threats experiences on a

continuous basis.

NOVATEK



Your data is not just a collection of data !

It's a collection of
that supports your operations with value-adding '
Insights, that are to-the-point and accurate.

Built for purpose, “ " regulatory
compliant quality- process management

applications should provide holistic, global S
contamination control analysis.

NOVATEK



Proactive not Reactive

PAPER-BASED ﬁ ELECTRONIC SYSTEM

95% 65%

70% 40%
Area Risk
Assessment

5% >1 0%

Execution, Data
Entry Analysis
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FIT FOR PURPOSE
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CUSTOMIZATIONS THAT DON'T FIT THE NEED
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Sheba Zaman

Head of Product Specialists & Training Services
Email: sheba.zaman@ntint.com

LinkedIn: linkedin.com/in/shebazaman/
Phone: 1.949.735.7227

Over 20 years experience defining Requirements for Pharmaceutical and Biotech
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